Strength, Agility, Intelligence: Balancing the Triumvirate
Many people are making custom maps where high levels and availability of tomes or custom distribution of attribute points allows heroes to reach extreme concentrations within one of the three attributes.  However, it is widely held that these three attributes are not balanced; in particular, that agility is stronger than strength or intelligence.  It is therefore important to understand how these attributes interact and how balanced (or not) they are.

By default, the bonuses from attributes are as follows:

Strength:
+25 HP

+0.05 HP regeneration per second

Agility:
+2% attack speed

+0.3 armor

Intelligence:
+15 MP

+0.05 MP regeneration per second

Primary Attribute (different for each hero):

+1 damage

These bonuses can be modified for a custom map, and in addition, agility can also cause an increase in movement speed.
Defense
Let us first consider the hero’s defense, influenced by hit points and armor (for the time being, we will neglect HP regeneration, which is approximately a fixed percentage of the hero’s maximum health if the hero has few HP from anything but strength).  The amount of damage a unit can take before dying is directly proportional to the unit’s HP, so +25 health from one point of strength causes a relative increase in the unit’s expected survival equal to 25 divided by the hero’s previous maximum HP.  Heroes ordinarily have 100 HP before strength is taken into account (again, this can be modified).

We know that armor (by default) increases the amount of damage a unit can take before dying by 6% of the unit’s base health per point of armor, so the +0.3 armor from each point of agility will increase the hero’s life by 1.8% (of the life before consideration of armor).  Additionally, heroes start (by default) with -2 armor before consideration of agility.  Although negative armor works differently than positive armor, heroes ordinarily have enough agility to have positive armor, so we will neglect this effect and suppose that the hero’s armor at zero agility allows the hero to live 88% as long as he could with zero armor.  Let us call the percentage of the hero’s expected lifespan before armor that his armor allows him to have his armor factor (AF), which is equal to 1.0 (100%) at zero armor.
The relative increase in defensive ability from one point of agility is equal to the relative increase from one point of strength when 25/HP = 1.8/AF.  Clearly, when both attributes are at zero, strength provides the greater bonus (25% vs. 2%).  These become equal when strength exceeds agility by about 44, because the initial AF of the hero is the equivalent of about 49 points of agility, but the initial HP of the hero is only equivalent to 4 points of strength.

Therefore, if we had a hero concerned only with defense which was able to distribute attribute points as he wished, we would expect him to keep strength about 44 points higher than agility.  If we wanted this hero to have balanced stats, we could accomplish this by increasing the initial hit points (before strength) to about 1225 HP, or other analogous measures.
Effects that add or remove a percentage of maximum health (healing wards, fountain of life, death and decay, etc.) are, of course, unaffected by either strength or agility.

There is one notable exception: spells (both healing and damaging) ignore armor.  Here we include in the category of “spells” all special abilities, including such things as potions, but not percentile effects.  If, on balance, the hero receives more damage than healing from spells, this increases the value of HP relative to armor; on the other hand, if the hero receives more healing than damage from spells, this increases the value of armor.  This might skew the balance one way or the other.
A Special Case: Hero Survival
In some maps, heroes are expected to engage in more or less constant combat and survive (one popular example being Enfo’s Team Survival map).  In these maps, heroes need to be able to heal themselves basically as fast as they take damage.  Let us consider two models for doing this.
Let us suppose that the hero has a stack of potions with some cooldown, and each potion restores more than the hero’s maximum HP—so, effectively, each one provides infinite healing.  In this case, the hero needs to be able to survive for the potion’s cooldown, and then gets fully restored and gets to start over.  Thus, the period between use of potions is like a normal battle, and there is no long-term accumulation of damage (heroes that don’t need to use potions so often may gain an economic advantage, but not a direct combat advantage).

However, suppose that the hero’s maximum HP is greater than the health restored by the potions.  In this case, getting more HP is virtually worthless, because if those additional HP can’t be healed on a regular basis, they will be lost quickly and never regained (or never used in the first place).  Therefore, once the hero’s healing resources are saturated, strength is useful only for the regeneration bonus, and the armor bonus from agility clearly wins out in most cases.

Note that this assumes that combat proceeds at a more or less constant rate.  More HP might still be useful if the battle goes through periods of high damage, where a buffer of extra HP is important, and periods of low damage, during which the lost buffer of HP can be recovered.

Offense
Now let us consider the hero’s offense.  A hero’s damage per attack before attributes is usually 2d6 or 2d4 damage; for simplicity, let us assume the former.  This means the average damage per attack is seven plus the hero’s primary attribute.  Therefore, the relative return in attack from the hero’s primary attribute is 1/7, or about 14%, for the first point.
Agility provides the hero +2% base attack speed per point.  Since the hero starts with 100% of his base attack speed, this gives a 2% relative return for the first point.  It is worth noting that there is a limit on how fast the hero’s attack can become in this way, so this bonus may be lost of agility is allowed to rise to extreme levels.

Using the same guidelines as in defense above, we can fairly simply conclude that a hero concerned only with offense would want to keep his primary attribute about 43 points higher than his agility (assuming that the two are different).

There are, again, some special exceptions.  One is the “hardened skin” ability, which applies a fixed damage reduction to each attack.  If the hero’s target has this ability, then a certain amount of the hero’s damage per attack is ignored, and the preferred balance would shift more in favor of the hero’s primary attribute.

In the complementary case, sometimes a hero acquires special effects that are triggered on each attack.  For example, a special arrow skill (searing arrows, dark arrows, etc.), an orb ability that adds damage, a claws of attack item, etc.  These would shift the balance more in favor of attack speed by increasing the hero’s effective damage per attack.  Some abilities (e.g. bash) actually cause an independent effect on each attack, and these also cause attack speed to be favored.
It is worth noting that the relative damage increase for the first point in the primary attribute (14%) is less than the relative defense increase for the first point in strength (25%).

Magic
Intelligence is a bit harder to consider, because magic can do a lot of different things depending on the context, but intelligence is probably most closely comparable to strength, since each provides a bonus to maximum and regeneration of a consumable statistic.

First, note that the mana granted by each point of intelligence is less than the health granted by each point of strength.  In order for this to possibly be balanced, it must be the case that mana is generally more valuable than health.  As it turns out, this seems to be true; when a spell grants healing or deals damage, the amount of healing or damage rendered is consistently more than the mana cost of the spell.  Exactly how much better cannot be determined without a detailed examination of a specific context.

There are also two special considerations with regards to mana, however.  The first is that mana is usually expended on a regular basis in a “normal” map, unlike health, which tends to go through periods of rapid use (hero is targeted by enemy army) and nonuse (enemy army targets something else).  For this reason, it is relatively uncommon for a hero’s mana to reach its maximum and remain there for a long time.  Therefore, mana regeneration is probably more important than maximum mana.  If mana is truly more valuable than health, this would tend to make us think that intelligence would be stronger than strength, since each grants the same regeneration bonus, but of course the situation is somewhat more complex than this.

The other consideration is that mana use can (and, in many custom maps, does) reach a saturation point.  A hero only has so many spells, each of which has a cooldown (or at least a casting time) and is only useful at certain times.  There is a certain amount of mana with which a hero will be able to use spells as often as other considerations allow.  Beyond this point, additional mana generally renders no benefit.
Special Case: Mana Shield
A special case in which mana and health are more directly comparable is when a unit has the mana shield power, allowing it to substitute mana for health.  In this case, the mana could almost be considered identical to health with some conversion rate specified by the particular ability used, but there is one important and nonobvious difference: armor does not reduce damage dealt to a mana shield!
This means that all of the hero’s armor (granted either through agility or other means) is worthless as long as the mana shield is turned on.  Thus, in order to be balanced, the efficiency of the mana shield must be sufficiently great to compensate for the lack of armor damage reduction and the greater amount of health granted per attribute point.  Additionally, healing HP is generally much easier than recovering mana.  In standard melee, mana potions are more expensive and less potent than health potions.  There are many spells that restore health and few that restore mana; those that restore mana usually do so very inefficiently.

For these reasons, the efficiency of the mana shield needs to be rather high for its use to be practical in most circumstances.

The Final Analysis
Let us consider in turn a case with each attribute primary.

For a hero whose primary attribute is strength, strength is clearly more valuable than agility at equal levels, because it renders greater defensive and offensive advantages.  A strength-based hero would ordinarily want his strength about 40-45 points higher than his agility, which seems, if anything, a little extreme in favor of strength.  Intelligence would need to be balanced based on the hero’s particular available spells; if intelligence is allowed to rise to extreme levels, of course, it will cease to be useful.  This results in a clear emphasis on the primary attribute, but not an extreme neglect of the other two, which is probably suitable.  The specific margin by which strength is favored can be easily adjusted by altering the hero’s initial health, armor, and damage and the bonuses to these (and attack speed) from strength and agility.
For a hero whose primary attribute is intelligence, things are a bit trickier.  Strength provides a greater defensive bonus than agility, but no offensive bonus; intelligence provides a greater offensive bonus than agility (in addition to the benefits of the mana, whatever these are), but no innate defensive bonus.  However, at least at very low levels, it seems plausible based on the figures mentioned above that agility would be the correct attribute to neglect, since one point in strength and one in intelligence would provide greater offensive and defensive bonuses than two points into agility.  Intelligence is almost certainly the most valuable attribute, at least until the mana saturation point is reached.  Once again, there is a fairly clear emphasis on the primary attribute (especially if the hero can avoid the front lines), until the mana saturation point.  At that point, the intelligence-based hero is in a uniquely bad position, because an important offensive bonus is still tied to an otherwise worthless attribute which other heroes could start to ignore.
For an agility-based hero, both offensive bonuses are on the same attribute.  It is difficult to weigh this offensive bonus against the defensive bonus from additional HP and the ephemeral advantages of more MP, but since the hero’s effectiveness in solo combat is roughly proportional to the product of his defensive and offensive abilities (or some nice function thereof), we might be able to fruitfully compare agility and strength.

A zero-attribute hero gets to use an effective 88 health after negative armor penalty, and deals 7 damage at standard speed.
A hero with one strength gets a +25% increase in effectiveness, with 110 effective health and the same damage.

An agility hero with one agility gets 89.2 effective health, 8 damage, and 1.02 times standard speed, which amounts to a +18% effectiveness increase.
This is a rather surprising result, so let us make a comparison at another point for reference.  Suppose our hero already has 20 strength and agility and wishes to know which to invest in further.  By a similar calculation, we conclude that an additional strength provides a 4.17% increase in effectiveness, and an additional agility provides a 6.7% increase in effectiveness.
One additional point: suppose that our hero currently has 100 strength and 100 agility.  One additional strength provides a +0.96% bonus.  One agility provides a 2.3% bonus.
So unlike the case we established with other primary attributes, when agility is the primary attribute, the margin by which the hero should favor agility increases as the hero advances.  Whereas in other cases the hero can reach an equilibrium beyond which all attributes should be advanced more or less uniformly, an agility-based hero will grow to favor agility more and more strongly as he advances.

Additionally, it should be noted that while changing the specific values of the bonuses rendered by each attribute might make this effect more or less pronounced, they will not alter the over-arching pattern unless one or more of them is reduced to zero.

This effect, naturally, will be most pronounced in maps where heroes have high control over their stat growth (e.g. can purchase tomes) and reach very high levels of attributes.  My recommendation would be to not have agility-based heroes in such a map, or else try to give them some special handicap that becomes more pronounced at higher levels in order to counteract this effect.
