Haunt Balancing
Balancing Haunts in Betrayal is rather difficult, because there’s such a wide range of possible starting conditions.  You need to handle 3-6 players, they can be buffed or damaged, and there’s lots of powerful cards that may or may not be in the control of either team.

However, as a general technique, I recommend estimating how many turns it will take each side to fulfill their victory conditions.  Examine the trait rolls or combat rolls needed to win, and estimate what percentage of those rolls will be successful (based on typical values for traits) to determine how many turns will be used up making the rolls.  Remember to account for travel time and exploration time, if specific rooms or items are needed.  Moving to a random location in the House typically costs about 1 turn (that is, you’ll arrive on the second turn of movement); average time is shorter if you know it’s on the same floor or near the stairs.  A given omen has about a 46% chance to already be in play when the Haunt begins (43% if you know a different omen started the Haunt); the odds that a particular team has it depend on the number of players.

In a large game, figure that one of the heroes will be especially strong and one will be especially weak.  If the Traitor was chosen as the player with the highest or lowest in a particular trait, assume that trait will be one or two points higher or lower than typical, and that heroes will be less likely to have a player with an extreme value in the same direction in the same trait.  Choosing the player with the lowest Speed to be the Traitor is cruel, unless there’s something about the Haunt that makes it not matter.
Accounting for the two teams interfering with each other is generally the most difficult part; if there’s combat, figure that heroes will slowly weaken or die off; if the Traitor has no special powers to help him survive, figure the heroes will kill him within 1 or 2 turns if it is useful for them to do so.

There are a bunch of lists and statistics in my cheat sheet that may be helpful in estimating game lengths.
Explorer Traits
Each explorer has 4 traits that determine how well they perform various tasks.  Traits are measured on a scale of 1 to 8 and all characters average 3.75 across all their starting traits.  However, traits will change somewhat before the Haunt begins—there’s substantial luck involved in this, but they’re generally more likely to go up than down.  I generally expect that at least one player will have a 5-6 in any given trait by the time the Haunt begins, and someone else will have only 2-3.  Four is a pretty good “typical” value for a trait.

You can assign special effects or uses to different traits in the Haunt, and I think it’s generally a good idea to make sure that every trait is useful for something after the Haunt begins (this negates some random variation and helps ensure everyone has something to do), but I do make some Haunts that rely mainly on just 2 or 3 traits.  Also, this doesn’t mean that every trait needs a special rule giving it a new function—for example, all you usually need to do to make Might useful is throw in some standard monsters.

Here’s a summary of the different traits, and what they’re useful for:
Might is the combat trait.  It’s the default trait for both attacking and defending.  Might rolls are required by 5 events, one of which affects all explorers in exterior rooms, and the Bite omen also makes a Might attack against the explorer that draws it.  The Junk Room, Tower, and Mystic Slide also require Might rolls.

Because of the way damage works in Betrayal, increasing your combat trait causes you to take less damage, which in turn keeps your combat trait higher, so a small change in Might can produce a big change in your survivability.

The average starting Might is 3.25, a full half-point lower than the average starting value across all traits, and Might is the only trait with a median starting value of 3 (all other traits are 4).  The fact that Might tends to be low makes a small bonus to Might even more valuable (because it’s a larger proportional change).
Might often becomes the most important trait in combat-heavy Haunts, but before the Haunt begins, it’s probably the least useful trait; there aren’t too many events that depend on it, and the rolls for the Junk Room and the Tower are both pretty easy (3+).

Speed is the movement trait.  It determines how far you can move and how many opponents you can move past.  There are 3 events that force Speed rolls (plus one where you use Speed or Sanity) and you need to roll Speed to exit the Attic, cross the Chasm, and avoid falling down the Collapsed Room.  Speed is used to defend against ranged and area attacks, like the Revolver and Dynamite.
Speed is also used for attacking with the Revolver, which is beyond a doubt the most powerful weapon in the game.  It has 4 effects that could each individually make a decent item:  it adds a die to your attack, it lets you attack with a non-standard trait, it lets you attack from a distance, and it lets you avoid damage if you lose the combat.  However, you can’t steal items with the Revolver, and some of the nastiest monsters in the standard Haunts are immune to speed attacks.
Speed has the highest average starting value for all traits, as well as the highest average minimum and maximum values.  Only 2 explorers start with less than 4 speed, and no explorer ever has a speed below 2 (without being dead).  The designers may have realized that their rules for slowing opponents start to break down for very low speed scores, or just that it’s really annoying to not be able to get anywhere (and yet the “Lights Out” event made it in…).

Having 4 speed at the start of the game is fairly important, because it allows you to move between the ground and upper floors without losing a turn (you have to pass through the foyer, grand staircase, and upper landing, so you need a fourth move to do anything interesting on the same turn).  However, it’s used in the least events.
Sanity is the “coping” trait.  Sanity is the most commonly used trait in events (showing up in 11 events, 4 of which can affect more than one explorer), and it’s also used to exit the Graveyard, cross the Catacombs, and ring the Bell.  Sanity is also used to make and defend against mental attacks (explorers can only make mental attacks if they have the Ring).  Sanity is the only trait that can’t be healed by any items in the game.
Mental attacks aren’t as dangerous as one might expect, because they’re significantly less common than physical attacks, and don’t synergize well with them.  Losing mental combat reduces your mental traits, but that doesn’t make you any more vulnerable to physical attacks or bring you any closer to dying from physical damage, and you can’t steal items with mental attacks, so unless you need high mental traits or someone is going to kill you entirely with mental damage, it’s not much of a threat.

Sanity’s main use before the Haunt begins is in keeping you safe from events.  The Graveyard is a dead end, so you probably won’t go in unless you discover it.  Crossing the Catacombs is nice, but it requires a ridiculously high roll of 6+, so even heroes with high Sanity can’t do it reliably.
If you have the Sanity for it, the Bell can occasionally be used to get free movement for allied heroes (or subtract movement from enemies), which can be very handy when they’re trying to force their way past a large group of monsters, but it’s not usually a game-winner.

Knowledge is the support trait.  Knowledge rolls are used in 7 events, 4 of which give you items if you succeed (which is generally better than any other result you can get from an event)—one of them (the Locked Safe) gives you 2 items.  Knowledge is also used to open the Vault (another 2 items), open the Puzzle Box (another 2 items), activate the Medical Kit and Crystal Ball, exit the Pentagram Chamber, and pass the Revolving Wall.

It’s not obvious, but the Medical Kit and Crystal Ball are some of the best cards in the game (if you have the Knowledge to use them).  The Crystal Ball lets you put good items and events at the top of the decks for you or your allies to draw, or force your enemies to draw bad ones—and the difference between a “lucky” item/event and a bad one can often change the course of the game.  Assembling great item combos, getting a bonus to an important trait, or creating a secret passage across the House are all extremely powerful in the right context.  You need some familiarity with the deck to use it effectively, though.
The Medical Kit can be used repeatedly and add up to a great deal of physical healing over the course of the game—especially when you consider that having higher Might will also reduce the damage you take from future physical attacks, and Speed will help you get a positional advantage.  Some Haunts try and kill you by doing slow, constant damage; the Medical Kit can virtually guarantee your victory on these Haunts if you can choose to take all the damage to physical traits (combos nicely with the Skull).  And don’t forget, you can place the Medial Kit at the top of the item stack with the Crystal Ball.
However, of those 7 knowledge events, 3 of them allow you to forego the roll if you’re worried about failure, and another 2 don’t have any consequence for failure at all.  Additionally, Knowledge is the only trait not used in combat rolls with any of the standard items or in any of the standard Haunts (that I’ve played).  Therefore, Knowledge is rarely used for protecting yourself and often has the least direct impact on your survival.

Also note that having the highest Knowledge out of all players slightly increases your chances of being the Traitor, because “Highest Knowledge” is the most common trait requirement for becoming the Traitor.
Loopholes & Pitfalls
There are a lot of things in Betrayal that have their own special rules.  When designing a Haunt, it’s important to anticipate how these special-case rules will interact with the special rules of your Haunt, so you can predict and balance any interesting combinations.  Here are some traps it’s easy to fall into, organized by key mechanic:

Chasing
Often, a Haunt involves one party trying to catch another.  This can work much better in Betrayal than in many other games, because while the House is fairly big, it’s hard to run in circles.  The way that rooms are discovered makes it unlikely that you’ll have two long branches that connect only at the ends—in fact, I think the longest loop I’ve seen (with no shortcuts through the middle) was 8 rooms, which is still too short to keep away from someone with 4 speed.

You can try to discover new rooms to create new places to run, but discovering a new room usually halts your movement, so this doesn’t buy much time unless you have a big group all exploring in the same direction.  Even then, it only takes a few turns to run out of rooms on that floor.
As for cross-floor travel, the Collapsed Room, Coal Chute, and Gallery are all one-way unless you have the Rope, and the normal stairs are always close together, and tend to be near the middle of the floor (except in the Basement).  And if you try to double back and blow past your opponents, you get penalized when leaving the room they’re occupying.

However, there are a few methods of travel that can dramatically change the picture—potentially allowing the prey to keep away from the predator indefinitely.

Mystic Elevator:  Heroes can’t control which floor they end up on, but they can still choose any open doorway on that floor, which generally means the pursuer would need to cover an entire floor at one time to even have a chance of catching you.  If multiple heroes are running together, they get multiple attempts to roll a good floor between monster turns.  There’s a 1/9 chance of 1 die of physical damage, but that doesn’t add up very fast.  The Traitor/monsters can only move the elevator once or twice per round (total), but they never take damage and don’t have to roll for floor.
Secret Stairs, Secret Passage:  These create new, permanent passages that probably go to distant places or between floors, which can create longer loops than might otherwise exist, or allow someone to unexpectedly reach an arbitrary point in the house.  Remember that someone with the Crystal Ball can place one of these events at the top of the deck, greatly increasing the chances they’ll draw it during their turn.  Also, watch out when one of these tokens ends up inside the Mystic Elevator (which happens fairly often, if players want it to).
Mystic Slide:  Gives a chance to reach an arbitrary point on a lower floor.  Usually not as much of an issue, since it’s a one-way trip and the roll to control your destination is fairly high, but if you’ve got something that repeatedly generates monsters near the top of the slide, that can make it much more difficult for heroes to get away.  Again, remember the Crystal Ball.

Catacombs:  This is a royal pain to move through—a Sanity roll of 6+ is hard.  This can create a relatively safe area to hide, especially if you’re on Team Monster and get to ignore the roll going in (and ignore it again going back out if someone follows you).

Gradually Increasing Roll
Many Haunts require one side to make a single, very difficult die roll, which becomes gradually easier as time passes or as secondary tasks are accomplished.  This has the advantage of making the game length relatively predictable (which helps a lot with balance) without making it entirely deterministic (which might make it too easy to strategize around, or make the winner too consistent).

However, there are a few things that can greatly skew the timing, especially if you’re trying to roll low instead of high.

Angel Feather:  Automatically roll any number from 0 to 8—if your target number (minus modifiers) is in that range, you instantly win!  Remember that this can be used on any roll the player makes, not just rolls using a player’s traits or during his turn, so it’s important who makes the roll, even if it isn’t dependent on traits or turn sequence.  Remember, someone can move it to the top of the deck with the Crystal Ball.
It is Meant to Be:  This event allows someone to roll 4 dice and save the result to use on a later roll.  This is strictly worse than the Angel Feather, but remember there’s a chance someone effectively has a second Angel Feather (which is not called an Angel Feather, and is therefore usable even if you explicitly disallow the Angel Feather).  Again, this is easy to find with the Crystal Ball.

Adrenaline Shot:  +4 on a trait roll.  No, that’s not four dice, it’s just +4, and sometimes that determinism makes a big difference.  Fortunately, not combinable with the above.
Manipulating Items
Some Haunts require that you do something specific with a particular item, like find it, or bring it to a particular place (usually this isn’t the only thing you need to do, but it may still be important).

Dog:  Pick up or drop off an item from 6 spaces away.  Bypasses trait rolls and other negative effects tied to location (e.g. the Catacombs), bypasses movement penalties for getting past opponents, and lets you pick up distant items even if you can’t move.

Stealing:  Opponents that can beat you in combat can also take your stuff.  If a particular item is crucial to one side winning, then even slightly unlucky starting conditions can add entirely new “Chase” and “Combat” requirements to winning, which can dramatically change the difficulty.
Crystal Ball:  If drawing a specific card significantly changes the difficulty of the Haunt, you might think that that’s a low-probability scenario.  If the card is an Item or Event, the odds are probably closer to 50/50.
Rule Variants:  The official errata says that you can’t use, trade, or drop an item on the same turn that you acquire it; however, many players suggest allowing this (but not trading or dropping an item on the same turn you use it).  Try not to let this difference change the Haunt’s difficulty too dramatically, or else specify special rules for the relevant item(s).

Creeping Damage
Some Haunts attempt to kill people gradually, rather than all at once.

Medical Kit:  Unlimited physical healing, at a rate of roughly 2 points/turn if you’ve got high Knowledge.  Remember, the Crystal Ball can move it to the top of the deck.  Less of an issue for mental damage, unless you’ve also got the…

Skull:  Converts received mental damage into physical.  This is rarely a good tactical option, unless there’s a physical trait you absolutely don’t need, or you can block/heal physical damage.  Remember, it only works on damage, so you can bypass it by saying things like “lose 1 from a mental trait.”
Armor:  Reduces all physical damage by 1 point.  That really adds up if you’re only taking a couple points at a time.  And it’s an Item, so you can find it with the Crystal Ball.  Again, it only works on damage, so you can say things like “lose 1 from a physical trait” instead of “take one physical damage” if you need to bypass it.
Boss Monster
Some Haunts rely heavily on a single, really powerful monster.

Unlikely Trait Scores:  Because of the way combat works, having your combat trait a little above or below the expected value can make a huge difference if combat is the only way you lose.  A monster with 8 Might will make mincemeat out of heroes with 3-4 Might, but if just one hero out of five happens to have 7-8 Might, it’s suddenly going to take much, much longer to kill them all.  Especially if the boss monster gets stunned and loses a turn (and possibly more, catching heroes than run) each time it loses an attack roll.
Unusual Attack Types:  The Ring lets the heroes attack with Sanity, if your boss has a Sanity trait.  The Revolver, Toy Monkey, and Dynamite can all force it to roll Speed, and don’t allow it to inflict damage on the attacker if you win, which is especially problematic if you need your boss monster to be slow.  You can always make the boss immune to those if you have to, but it’s annoying for players to get a cool toy and then have a special rule that makes it completely worthless this game.

Druidic Charm:  Can be consumed to stun all monsters in the room.  Even ones that aren’t stunned when they take damage, unless you explicitly make them immune to all stunning.  When there’s one monster that’s carrying the whole game, taking it out of commission for even one turn can be very powerful.
